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ABOUT THE LECTORAAT
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The lectoraat in Network and Systems Engineering focuses on
three main research areas: Identity and Access Management;
Security of Systems and the Internet of Things, and Usable
Security. These areas are interlinked and offer focus for
meaningful results, while they also cover a research area that is
wide enough to be of relevance to the educational programmes
of the HHS. Security research is never an activity performed
on its own: it is vital to link security to real-world problems and
other research activities.
Access control is a very important area for systems security.
Access control is concerned with providing control over security
critical actions that take place in a system. Providing control
over actions consists of explicitly determining either the actions
that are, or are not, permitted by the system. In terms of cyber
security, determining not only who is allowed access a system,
but also when, and for how long, are vital towards building
systems that are both sustainable, and secure.
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However, trusting the service providers is not always enough.
Even if service providers are not actively misbehaving,
computing devices are vulnerable to being misused by malicious
actors. This applies to computing systems in general, and IoT
devices in particular, since they are often built with less security
due to limited computing power, or simply less stringent quality
controls. Many technologies common in desktop and server
computing systems, such as trusted hardware and signed code
updates, are not nearly as common on IoT devices. Further
surveys of the implemented security in existing devices, as well
as research into how to implement trusted computing in the IoT
space, is needed.

Trust Management and Federated Access control have been
studied extensively for the last decade but have little follow
up in real world systems. However, as systems become more
interoperable and where different organisations must combine
their solutions, it is an area that can have significant benefits
in the near future. This research needs to be performed on a
multidisciplinary – with personnel from legal, human factors, and
system security working together.
As an increasing number of devices are becoming connected,
the security of these devices, and more importantly the data
they produce, is the focus of much research. For example, the
Shodan search engine has been the focus of the popular press
as it allows easy searching of Internet connected devices such
as Webcams using insecure protocols and passwords. This
development necessitates better sensor security. This is a
particular “hot topic” recently, as such devices have been (mis)
used to perform massively distributed denial of service attacks
in the last months. Furthermore, a recent (November 2016)
experiment showed that a camera was attacked and taken over
98 seconds after it was connected to the Internet.
With respect to the IoT area, often companies provide “Cloud”based applications where they suggest that all data from your
sensors live. This increases the security attack surface to their
infrastructure as well as the homes of the user. Furthermore,
users must trust that their service providers are not misusing
their data. This development necessitates better platform
security. Both the issues of sensor security and platform security
can be alleviated when the user controls the data from the
sensor to the storage. However, this entails creative solutions
when this data needs to be processed. There are several
approaches that could be promising, including multi-party
computation and content-based security, depending on the
application area.
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Finally, when you consider that IoT is just a single application
area in the broader system-of-systems world, many challenges
and solutions are related. Application areas include Smart-Grid
/ Smart home systems as well as the health care, well-being and
transportation solutions. Closely related to both of the research
areas mentioned above, is the area of usability. Security and
usability are commonly seen as being opposites sides of the
balance – the very requirement for increased security results in
decreased usability. This is, however, not necessarily true. When
user interfaces are designed with security as a fundamental
part of the solution, systems that are both secure and usable
are indeed possible. The primary question becomes: how can
security and usability be balanced where such legal and privacy
aspects are respected? The expertise required for this topic
include areas such as psychology, legal as well as software
security.
The research agenda proposed above is beneficial to both
THUAS and Thales in a number of ways. Firstly, security research
and development cannot be performed in a vacuum – actual
applications must be considered. From the THUAS perspective,
Thales provides these real world application areas and the
perspective from the practitioners in the field. This has the
advantage that students get access to real world problems.
From Thales’ perspective, THUAS researchers and students
can perform experiments that are not feasible in a corporate
environment. Furthermore, Thales gains the ability to help guide
the educational direction and can hopefully attract enthusiasm
in relevant areas. Finally, the multidisciplinary nature of research
performed in this lectoraat will lead to novel results that will give
students a more holistic view of solutions that are required in the
future.

WHO WE ARE
About the Lectors
Dr. Thomas Quillinan
Until August 2020, Dr. Thomas Quillinan was the lector for Network and Cyber Security
Engineering in the Haagse Hogeschool and Senior Researcher and Program Manager
for Security in Thales Research and Technology, Netherlands. In his Thales role, he
is responsible for the coordination and delivery of security research activities at TRT
Netherlands, and collaborates closely with the Thales Group security research and
development communities, both in the Netherlands and at group level. He received a Ph.D.,
in the area of Security for Distributed Systems, and a M.Sc. in Computer Science from
University College Cork in Ireland. He previously worked as a postdoctoral researcher in
the Vrije Universiteit Amsterdam, working in the areas of Distributed Systems Security and
Crisis Management. He also holds both CISSP (Certified Information Systems Security
Professional) and CEH (Certified Ethical Hacker) certifications.

Dr. Mathias Björkqvist
Since September 2020, Mathias Björkqvist is the lector of Network and Systems Cyber
Security at The Hague University of Applied Sciences, and a security researcher at
Thales Research and Technology Nederland. Prior to joining Thales, he spent 12 years
at IBM Research - Zurich, working on storage security, encryption key management, and
blockchain. Mathias completed his MSc in computer networking at the Helsinki University
of Technology (now Aalto University), during which time he also studied for a year at
Institut Eurécom in Sophia-Antipolis, France. He later obtained his PhD on resource
management of replicated service systems in the cloud, from the Università della Svizzera
italiana in Lugano. Mathias’ research interests include key management and security for
distributed systems, and security of embedded and IoT devices.

Members of the research group

Daniel Meinsma

Daniel Meinsma is a lecturer-researcher in the research group
and teaches technical information security at the HBO-ICT
course. As a lecturer-researcher, Daniel spends a lot of time in
teaching to introduce students to technical societal research.
In terms of research, Daniel works on the cutting edge of
security, AI and IoT / OT. Daniel joined the kenniskring in
September 2019.

Julien Sebire

Julien Sebire is a researcher, specifically looking at the Internet
of Things research line. Julien is actively working on investigating
how information sent from mobile devices can be intercepted
and information about the senders retrieved. Julien is working
with students as well as directly himself to determine how this
information can be discovered and what meta-information can be
determined. Julien left the kenniskring in July 2020.
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WHAT WE DO

Research Activities
Research Lines

Research Projects

As outlined above, there are three main areas of research:

ACTIVITY 1: Durable case: safe and secure
autonomous activities in agrorobotics

1. Identity
and Access
Management

DurableCASE is a collaboration to develop solutions for
collaborative robot vehicles in the agricultural sector.
DurableCASE stands for Durable Cooperative Agrobotics
Systems Engineering: sustainable solutions for collaborative
robots in the agricultural sector. The use of robots as a
replacement for labor in this sector is increasingly a necessity
due to a lack of labor. The perspective offers many possibilities,
for example in the field of sustainability. Several compact robots
can take over the tasks of one large machine. That saves soil
compaction. It also ensures greater operational reliability: if a
robot fails, other robots can take over tasks. The robots must
then work well together.

2. Usable
Security

lectoraat Network and
Systems Engineering
Cyber Security

DurableCASE develops solutions for communication between
collaborating robots. The goal: robust cooperativity, where
robust stands for safe, secure & performant. In other words, safe,
secure and with optimal performance, under all circumstances.
Much is available for robotics in the rich ecosystem of ROS
(Robot Operating System). DurableCASE makes good use of this.

3. Internet of
Things Security
and Privacy

The current work primarily focuses on the second (Usable
Security) and third items (Internet of Things Security and
Privacy). We will summarize the projects separately. In 2020, the
primary focus was upon IoT projects, using student projects
towards developing new capabilities in detecting devices without
actively attacking such devices.

Consortium partners

Overige partners

Figure 1 Durable CASE Consortium members
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The contribution from THUAS focuses on the security aspects
of the project. Thomas, Julien, and Daniel performed a detailed
threat modeling and risk analysis, upon which a security
architecture was later designed by Daniel and Mathias.

WHAT WE DO

ACTIVITY 2: Joint Cyber Range

ACTIVITY 3: Student projects

Daniel is the initiator from THUAS in the development of the
Dutch Joint Cyber Range, the national facility for cyber security
education (and research) in the Netherlands, developed by,
and for, higher and professional education. The project is joint
work with collaborators from SURF, Hogeschool Utrecht, and
Universiteit Twente.

During the course of the year, several students have done
internships or course projects with the lectoraat. Huib van
Velden developed a virtual environment for SMEs using Docker
containers. Miguel Chehin investigated end-to-end-encryption
solutions offered by companies, and evaluated whether or not
the actual security matches the marketing material. Martijn van
de Ven and Gift Njaramba looked at how information can be
harvested from Bluetooth devices, using only passive listening
devices.
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WHAT WE DO

Partners
The main partner in the lectoraat is of course Thales Nederland,
as the lectoraat is funded from there. This collaboration has
included developing interactions between the Thales Business
units, both in the Netherlands and in France. This has resulted in
interactions between researchers and experts in Thales France
in the area of 5G security, and the placement of students with
Thales units in the Netherlands. Other partners include project
partners and project proposal parties include those in both
industry and academia. The main partners are detailed below:

ACADEMIA
INDUSTRY

Hogeschool
Arnhem and
Nijmegen
(HAN)
Hogeschool
van Rotterdam
(HR)

TU Delft

TU Eindhoven

Thales
Nederland B.V.

Almende

Siemens
Automotive

Fontys

TU Twente

Wageningen
University

Lely B.V.

Multi-tool track

WHAT WE DO

Results for the Lectoraat in 2020
Table 1 below, shows the detailed results from the lectoraat in 2020.
Table 1 Overview of Lectoraat results in 2020

CONTENT TYPE

TITEL

Project waarbij studenten actief betrokken zijn in de
uitvoering van onderzoek (anders dan afstuderen)

Derdejaars stages

Meinsma, D.J.

8/31/2020

Langdurig samenwerkingsverband met externe partners

DurableCase project

Meinsma, D.J.

9/1/2020

Langdurig samenwerkingsverband met externe partners

DurableCase project

Sebire, J.G.C.

9/1/2020

Project waarbij studenten actief betrokken zijn in de
uitvoering van onderzoek (anders dan afstuderen)

IOT Scanner

Sebire, J.G.C.

9/4/2019

Lezing, workshop of (gast)college

Many Faces of Globalisation: Cyber Security in a
Globalised World

Bjorkqvist, M.A.

12/7/2020

Ontwikkeling van onderzoekslijn in curriculum

Studenten onderzoeksprojecten ISM3 Cyber Operations

Meinsma, D.J.

9/11/2020

Langdurig samenwerkingsverband met externe partners

Ontwikkeling Dutch Joint Cyber Range

Meinsma, D.J.

9/1/2020

Lezing, workshop of (gast)college

Professional Masters in Cyber Security: SIEM/SOC

Quillinan, T.B.

1/17/2020

Lezing, workshop of (gast)college

Trusted Computing

Bjorkqvist, M.A.

11/9/2020

Ontwikkelde onderwijsmaterialen

Vormgeving minor Software Reversing and Explotation,
NWO PhD aanvraag

Meinsma, D.J.

9/1/2020
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